Legistar#: 110617
Districts: All

VILLAGE OF LOMBARD
REQUEST FOR BOARD OF TRUSTEES ACTION
For Inclusion on Board Agenda

__X__ Resolution or Ordinance (Blue)
Recommendations of Boards, Commissions & Committees (Green)
Other Business (Pink)

TO PRESIDENT AND BOARD OF TRUSTEES

FROM: David A. Hulseberg, Village Manager

DATE: September 28, 2011 B of T: October 6, 2011

SUBJECT: A Resolution authorizing the Village President and Village Clerk to sign a

change order for the DuPage Emergency Dispatch Interoperable Radio System for the
Starcom Radio Project

SUBMITTED BY: Michael J. Torrence, Fire Chiefiii\ﬂz(

BACKGROUND/POLICY IMPLICATIONS:

This resolution would authorize the Village President and Village Clerk to sign off on a
change order with the DuPage ETSB/DuComm for the additional purchase of seventeen
portable fire radios and 13 mobile radios.

Fiscal Impact/Funding Source:

$90,000.00

Review (as necessary):
Finance Director Date
Village Manager Date

NOTE: All materials must be submitted to and approved by the Village Manager's
Office by 12:00 noon, Wednesday, prior to the Agenda distribution.



TO: David A. Hulseberg, Village Manager

A
FROM: Michael J. Torrence, Fire Chief Qé‘
A
DATE: September 29, 2011
RE: STARCOM RADIO CHANGE ORDER

Please place the following on the October 6, 2011 Board of Trustees’ Agenda.

Background:
This memorandum provides background and a recommendation to sign off on a change order to

purchase 17 portable radios and 13 mobile radios to be utilized by the fire department through
the countywide Starcom Radio project. The Emergency Telephone Systems Board of DuPage
County (ETSB) has been overseeing the Starcom Radio project. Police and fire agencies
throughout the county have been asked to review their current radio orders through the grant
program and make necessary changes at this time. The fire department identified the need for all
firefighters to have portable radios which created a shortfall of 17 portables in addition to 13
mobile radios. Funding for the additional radios will come from various cost centers of the fire
department.

As mentioned during the budget cycle the fire department through a grant will be receiving 48
portable radios to be used with the Starcom Radio System. One portable radio will be issued to
every firefighter and officer. The fire department will be receiving more than $281,904.00 worth
of radios and accessories through this grant. Our department will be purchasing an additional 17
portable radios (Apex7000 models) at a cost of $99,841.00 ($5,873.00 each) to be utilized by
firefighters and officers. The 13 mobile radios will be used by the fire fleet and command
vehicles at a cost of $75,600.00 (35,815 each). The fire department recognized this additional
expense for the 17 portable radios and 13 mobile radios. The radios will be funded by the Illinois
Municipal Fund (settlement through DuPage Communications) of $85,000 (a tentative
intergovernmental agreement has been approved by the Executive Committee of DuComm and is
awaiting final approval by the DuComm Board of Directors in October). The additional $90,44 1
will be funded by: $80,000 through the Foreign Fire Tax Fund (2375), $6,000 through
Emergency Preparedness Account (2360), and $4,441.00 through the Donation account (8502).
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Firefighter/Paramedic Michael Ringa had the insight to approach the Foreign Fire Tax Board for
assisting the funding of the radio purchase. The Village does not have access to Foreign Fire Tax
dollars. It is up to the Foreign Fire Tax Board to disseminate those funds how they see fit. That
Board chose to take more than fifty percent of their coffer and put it into this purchase. 1
commend them for making that choice, ensuring the highest level of safety by enhancing our
emergency communication abilities.

Change Order-September 16, 2011

This past week a letter was sent out to all agencies to review their orders and make any changes
so that the ETSB can work on Change Order #3 with the vendor. The fire department is locked
into the initial portable radio order. However no mobile radios were part of this order and a
shortfall of 17 portable radios was discovered to outfit all firefighters.

It is important that all firefighters and officers carry portable radios as communication is vital,

Thirteen fire vehicles (engines, trucks, medic units and command vehicle) have been identified
and are in need to keep the same communication level available in place as it exists today. When
the Starcom Radio System goes live sometime after January our communication will be reduced
and cause issues if we do not have these mobile radios in place.

The Command Vehicle needs a mobile radio to monitor channels from a primary channel. For
instance, on the fire scene they will need to monitor Fire East and fire ground channels.
Additionally, we will monitor secondary channels for our special events.

The vendor is offering four years of free air time on the mobile and portable radios purchased
through this change order along with a four year warranty on the radios. If we purchase a mobile
radio or portable radio, not part of the project, the warranty on the radio is one year and no free
airtime at the municipality’s monthly expense. Having this incentive of free air time for four
years per radio and four years of warranty along with maintaining the same level of
communication in all radios is why staff is requesting this change order of behalf of the Lombard
Fire Department.

Recommendations:

Staff recommends the Village President and Clerk to sign off on the change order 17 APEX7000
Portables and 13 Mobiles APEX7500 to be included in the ETSB’s Change Order #3 with the

vendor.

MIT:1lh

Attachments



R 11 RESOLUTION

A RESOLUTION AUTHORIZING THE VILLAGE PRESIDENT TO SIGN A
CHANGE ORDER WITH DUCOMM / ETSB FOR THE STARCOM RADIO SYSTEM
PROJECT FOR THE PURCHASE OF SEVENTEEN MOBILE FIRE RADIOS ON
BEHALF OF THE LOMBARD FIRE DEPARTMENT.

WHEREAS, the Corporate Authorities of the Village of Lombard have received a
Change Order request; and,

WHEREAS, the Change Order serves to provide the authority to purchase the 17
portable radios and 13 mobile radios through the Starcom Radio Interoperability Project;
and,

WHEREAS, the Change Order establishes protocols for the ETSB to order the
Mobile Radios on our behalf under the Project; and,

WHEREAS, the Corporate Authorities deem it to be in the best interest of the
Village of Lombard to approve such agreement,

NOW, THEREFORE, BE IT RESOLVED BY THE PRESIDENT AND BOARD
OF TRUSTEES OF THE VILLAGE OF LOMBARD, DU PAGE COUNTY, ILLINOIS
as follows:

SECTION I: That the Village President is hereby authorized to sign on behalf of
the Village of Lombard said Change Order as attached hereto.

SECTION 2: That the Village Clerk be and hereby is authorized to attest said
Change Order as attached hereto.

Adopted this day of ,2011.

Ayes:

Nays:

Absent:
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, 2011,

Resolution
Approved this day of
William J. Mueller
Village President
ATTEST:

Brigitte O’Brien
Village Clerk

APPROVAL AS TO FORM:

Thomas P. Bayer, Village Attorney



i93e(Q

}18T) 38eT[IA ‘uatag,Q 93318119

:159323V

Juaprseid 98e[TIA ‘ISTTANK *[ WETTTIM

t4g

£4# ¥aAQI0 FAINVHD

“1aseyaind ay} Aq papiugns Japio aseyoind AUe uo SWis) [EUOIHPPE 10 JUBISISU0aL] AU 19A0 IBARSd | SIS} asey] "G
'SIOVINVA TVILNINDISNOD HO IYLINIAIONI HO4 319vi1 39
YIOMHO 1O THAA ITNTAT ON NI 'OAWIYTD MY STIOYINYO HO S3ASSOT HOIHAM O 1D3AS3IH H HA S TONAOMNA IH T 40

A0Idd ASYHIHNG IHL O1 A3 1L1IWIM 38 TIM S1NA0Hd 0343080 IHL WOHL DNISIHY ALTISVIT IY.LOL SVIOHOLONW 8
FS0dANd dYTNJILYVYGE ¥V HOd SSIANLIH ANV ALINIEYINYHIHIAW JO SIILNYEEYA QIINdIW IHL ONIGNTONI

A3Ndl 30 SSAMAX3 'SLONA0HH A3H3AH0 FHL 0L 1DIHSIH HLIM STIUNYHEYA HIHLO 71TV SWIYIDSIA YV10HO0LOW

wawdinba paaplio e 01 saldde (1sanbal uodn paysiuing 2a W udium YAuelem wawdinba piepuels s.elol010M 7
"a010Aul JaYE sABR ALIUY UIUIM BNP g |Im luaLARd 'paleIS 2SIMIDUI0 SSaIUN ‘g
"ajonb siy) Jo ajep ayy woyp shep (0g)A1Y) Joj piea ale pajonb saouy g
qwawdiys Jeye syiuow xis u ypm Buibexoed (euiBiuo syt ul pabewepun
pue pasnun pauinial s1 uawdinba o) i1 ‘aa) Buo0iSAI %02 B SS3| ‘PUNIB! IIN) B 10} pauwinias aq Aew Juawdinba paiapi0 v
“fmoey s1aseyaind o) Asalap uodn ssed i ss0) Jo Hsi ‘Juawdiys uodn ssed |gm s ‘¢
* SNOILIONOD ANV SWH31 AL0ND
_ 00'LYP'S.LS | Lol 39vd 310ND
00+T9'PTS 00°951'9% AVAH TOHYLNOD TVNd - AHA ANVE 'TVNd - ATMHON 005.XdV 005.XdV r
00'9L6°0S$ 00'r99's$ INMOW HLOWHYH - AHA ANV TVNQA - ATIOIN 00SLXdY 0QSLXdY 6
00" IH8°66% 00°€L8'SS HHA ANVE TVNA - DVOVd ATAV.LHOd THId AX 000LXdV AX 000LXdV Ll
HOIAYES I FIVIINOT 304 SHTIFON 00SLXdV
33l [ejo) adlid 1un uondusseq 3Pl D
Supnag pue s 1e)a( Juawdinby
Xe4
2¥109 I ‘prequio Bugyd
9AY UOS|IM T G52 8dIAIDG Bdl4 plequio Avedwol
821A4ag adlg piEqUOT  SsaIppY 90UBLI0] |IRYDIWN JOIYD Jod pasedaig
dd pfequioT # ¥3Wo1sno 0708-9LS (Lp8) :xeq OPL6-0LT-PS6 :dUCH Jadoon Kon :Ag padedaryg
Buolid XdV 04 P1eqWOT -y 5100 96109 1 ‘Binquneyog py umbuod(y g 10£] [esodoag 1awo)sn))

LL0Z ‘62 "dag :ajeQ
, YIOMNOLOW e




EMERGENCY TELEPHONE SYSTEM BOARD

OF DU PAGE COUNTY

421 N. County Farm Road Wheaton, lllinois 60187
Tel: 630-550-7743 Fax: 630-955-1130

BOARD MEMEERS:

Mr. Patrick J. O'Shea
Chairman

DuPage County Board
Representative

Chief Bradley Bloom

Vice Chairman

Hinsdale Police Department
DuPage Police Chiefs
Association Representative

Mrs. Gwen Henry
DuPage County Treasurer
Ex-Officio

Mr, Gary King
DuPage County Clerk
Ex-Officio

Mr. Joseph Block

Village of Addison

DuPage Mayors and Managers
Conference Representative

Chief David Christensen
Bloomingdale Fire
Protection Disfrict

DuPage County Fire Chiefs
Association Representative

Mr. George DeTella
DuPage County Health
Department

OEM Representative

Mr. Benjamin Mott
DuPage County Sheriff's
Representative

Mr. James Rasins
Public Representative

Mr. Brian Tegtmeyer, ENP
DuPage Public Safety

Communication Representative

Ms. Linda M. 2Zerwin
Executive Director
9-1-1 System Coordinator

Sepiember 15, 2011

Dear DuPage Emergency Dispatch Interoperable Radio System Participant:

Attached to this letter please find your original equipment list [first page] and your most
recent list.

In an effort to consolidate the current equipment order from Change Order #2 with a
proposed Change Order #3 it has taken some time to look at requested equipment changes
and new requests. This has been done in order to avoid unnecessary additions and costs
to the project.

These forms will be utilized to create the final counts. As such, please review the most
current document, provided any specific changes requested if any, sign and date the
document the first page and initial the other pages including any supplemental pages you
add. The signature should be of the executive of your agency for billing purposes.

A supplemental page is recommended if you have multiple changes so that we can clearly
understand your requests.

If your order included ruggedized radios please be sure to indicate the number of
ruggedized and whether they will be standard black or the fashionable green.

You may fax this to ETSB at the number listed above, when completed.

For DU-COMM agencies, please provide this information to DU-COMM so that Director
Tegtmeyer can have final oversight prior to submission to ETSB.

It is our intent to have a purchase order for Change Order #2 in to Motorola for FY11 final
invoices, so we are asking that your respond as quickly as possible to this request or by
September 23,

Also, additional equipment orders cannot be made for agencies that have not submitted an
IGA. If your IGA is under review with attorneys, it considered in process and can be part of
an additional order. You may submit your order so that it can be considered in the event
that the IGA is submitted in the interim.

Thank you for all of your hard work and assistance with this major project.

Sincerely,

Linda M. Zerwin

fimz



MOTOROLA

APX'™ 7000XE
P25 Radios

- Safety Redefined.

Radio shown actual size.




SPECIFICATION SHEET

APX"7000XE

We tzke the safsty of first responders personally,

which is why we designed the APX"™ 7000XE — the
most advanced, ultra-rugged radio with innovative

features designed by first responders for first
responders working in extreme environments.

Together we have created an ergonomically-
superior radio that is easy to operate, with
glove-friendly controls and a large top display.

Significantly touder and clearer o that every word

is heard when you're battling noise in almost any
gnvironment. A mission critical multiband, mudti-
protocol radio so seamless, you can be confident
your communications are truly interoperable.

Focus on the task, not the technology, with the
high-perfarming portable that stands up and
stands out in the toughest conditions.

=« Channel Capacity
-96 standard
- 1250 max

= Universal Push-to-Talk

= T-Grip

= Dual Battery Latch

= Orange emergency button

= 16 position rotary knob

= 7 pasition concentric switch
= 3 position toggle switch

= 3 programmable side buttons
« Transmit LED indicator

+ Fyll Biimap Top Display
-1 Jing of icons
-1 fine x 8 characters of text

+ Standard Rugged
« FM (Intrinsically Safe)

ADVANCED ERGONOMICS FOR

EXTREME CONDITIONS

= Easy to grip, hold and control in harsh
conditions

= Glove-friendly contrals are big, recognizable
and easy to distinguish

= Well-spaced knobs eliminate accidental
activation

= Enlarged top display is easy 1o read, in dark
or low light

» Shielded push-to-talk button is easy to use
with a gloved hand

= Largest emergency button in the industry
with programmable time delay

EXCEPTIONAL AUDIO MEANS EVERY
WORD IS HEARD

= 50% louder and clearer without distorting
trangmissions

= Dual microphone locates the talker, cancels
out amhient noise

= Extreme Audio Profile reduces background
noise and improves voice clarity

= Equipped with the latest AMBE digital voice
vocoder

= New speaker gril! design for improved water
runoff

NEXT GENERATION TECHNOLOGY
TO RELY ON NOW

= Project 25 Phase 2 technology provides
twice the voice capacity

= Multiband operation ensures seamliess
interoperability

= Backwards and forwards compatible with all
Metorola mission critical radio systems

» Future-ready for applications like Mission
Critical Wirelass and GPS focation tracking



FEATURES AND BENEFITS:
Available in 700/300 MHz, VHF, and UKF Range 1 and ?
Optionai multiband operation

Trunking standards supported:
Clear or digital encrypted ASTR0“25 Trunked Operetion
Capabte of SmartZone® SmariZone Cmnilink, SmariNet®

Analog MDC-1200 and Digital APE() F25 Conventional
System Configurations

Narrow and wide bandwidih digital receiver
{6.25 kHr /12.5 kHz / 25 kHz)

Embedded digitzl signaling {ASTRO & ASTRG 25)
Integrated GPS capable

Seamiess wideband scan

Intelligent Ligh-ing

Radio Profiles

Expansion Slot

Micro SO removable memory card

User programmable veice announcement

Meeis Applicable MIL-STD-810C, D, k. Fand G
Ship siandard Intrinsically Safe and Rugged™

than the product

TRANSMITTER - TYPICAL PERFORMAMNCE SPECIFICATIONS

Yellow and green colored housing options

Superior Audio Features:
Extreme Audio Profife
1W high audin speaker
Dual sided Z microphone noise tanceling
technology
Utilizes Windows XP, Windows 7 and Vista
Customer Programming Software {CPS)
Supports USB communications
Built in FLASHpart™ supponi
Full porifolio of accessories including
IMPRES baiterias, chargers and
auvdio devices

OPTIONAL FEATURES:
Mission Critical Wireless
Fnhanced Encryption capability
Programming Qver Project 25
Over the Air Rekey

Texi Messaging

* Rugged radios exceed industry standards {IPx7) for immession and provide a higher level of water protaction—MH.-STD-810€.
Method 512.3 Immersion. These radios mest the incremnental requirement of submersion in § meter of fresh veater that is 27C coldes

100/800 VHF UHF Range 1 UMHF Range 2
R 700 MHz 763-775, 743-805 MHz
Fiequency Range/Bandsplits 800 MHz 806824, B51-869 MHz 136-174 MKz 380-470 MH: 450-520 MHz
Channed Spacing 25/20/12.5 kHz 25/20{/12.5 kHz 25720125 kHz 25/70/12.5 kHz
Maximum Frequency Separation Full Bandsplit Full Bandsplit Full Bandspiit Full Bandsplis
Rated RF Output Powser Adj' 1-3 Watts 1-6 Watls 1-5 Waits 1-5 Walts
Freguency Stability! N . o
{=30°C 10 +60°C; +25°C Ref,) +0.00010 % +0.00010 % +0.00010 % =0.00010 %
Modulation Eimiting t5kHz /24 kHz /225 kH:  +5kHzf+4kHz /225kHz  +6kHz/#4kHz/=25kHz  25kHz /24 kHr /22 5kHz
Emissicns {Conductad and Radiated)’ -75¢B =754d8 -75dB —715dB
Audio Response' +1,-3dB 11,-3dB +1,-3dB +1,-30dB
. 700 MHz -48 dB - _
FM Hum & Naise £00 MH: 7R -47 dB 47 dB 47 B
o 700 MHz 0.60 %

Audio Distortion 800 MHz 7% 0.50 % 0.50 % 0.50 %

BATTERIES FOR APX 7H00XE

Battery Capacity / Type Pimensions (HxWxD} Weight Battery Parl Number Battery Capacity
Li-lon IMPRES 2300 mAh FM? Rugged™* 3.38"x2.34" x 1.65" 6530z NNTNB09Z 2300 mAh
Li-lon IMPBES 2150 mAh P87 339" x2.34" x 1.45" 500z PMINNE403 2150 mAh
Li-lon IMPRES 290¢ mAh P67 339" x2.34" x 1.65" 653 02 NNTN7038 2900 mAh
Li-lon IMPRES 4200 mAh P67 5.07" x2.34" x 1.65" 11.29 0z NNTN7034 4200 mAh
Li-fen IMPRES 4100 mAh Fi? IP67 507" x2.34" x 1.65" 11.29 0z NNTN7G33 2100 mAh
NitB IMPRES 2100 eah IP§? 512" x2.34" x 1.57" 11.82 0z NNTN7037 2100 mAh
NIME IMPRES 2000 mah FA? IPB7 512" x2.34" x 1.57" 11.87 62 WNTNTO3E 2000 mAh
NiME [MPRES 2800 mAh Fv? Rugged 512" x2.34" x 1.57" 11.82 0z NNTN7D35 20060 mAh
NiMiH IMPRES 2100 mAh Rugged 512" x2.34" x 1.57" 11.8Z 02 NNTN7573 2100 mAh

~* Blandard shipping baitery



RECEIVER - TYPICAL PERFORMANCE SPECIFICATIONS

Frequency Range/Bandsplits

Channel Spacing
Maximum Fraquency Separatien
Audio Dutput Power a1 Rated’

Frequency Stahility!
{-30°C 10 +60°C; +25°C Ref.}

Anatog Sensitivity?
Digital Sensitivity*

Selectivity!

Inteemodutation
Spurious Rejection
FM Hum and Noise

Augio Distortion’

700/800 VHF UHF Range 1 UHF Range 2
700 MHz 763-775, 793-80% MHz o "
800 MHz 805-624, 851-858 MHz 136-174 MHz 380-470 MMz 450-52¢ MHz
25/20M12.5 kHz 25/20/12.5 kHz 25/20/12 5 kHz 25/20/12.5 kK2
Full Bandsplii Full Bandsplit Full Bandsplit Full Bandsplit
1000mW 1000mw 1000mW 1000mW
+060010 % =0.0000 % 000010 % =0.00010 %
17 dB SINAD 0.250 p¥ 0.216 p¥ 0.734 pv 0.234 v
1% BER (800 [AHz) 0.347 pV (0.333 pV} 0.277 pv 0.307 pv 0.307 v
5% BER 0.254 pv 0.188 pv 0.207 v 0.207 pv
75 kHz channet 75.7dB 75.2dB 78.3dB 79.3dB
12.9 kHz channel 67.5dB 70dB 58,108 67.5dB
B0 dB 80508 80.3 68 80.7 dB
76.6dB g32d8 80.3 dB 80.3 dB
25 kHz -54 dB -53.8dB -53.5dR -53.5dB
17.5 kHz -48dB -48 0B -474dB -47.4 4B
0.9% 1.20% 0% 091 %

RADIO MOBELS

Top Display

Display

Keypad

Channel Capacity

fLASHport Memory

700/800 MHz (764-870 MHz)
VHF {136-174 MHz)

UHF Range1 (380-47¢ MHz)
UHF RangeZ {450-520 MHz}

Buitons & Swilches

GPS
LED
Transmitter Certification
VHF — 700/800 MHz

UHF R1 - 700/860 iviHz
UHFR1 —VHF

UHRH B2 — 700/800 MHz
UHF R2 — VHF

Bluetooth Option Board

FCC Emission Designators
FCC Ernission Designators
Power Supply

Power Supply

Embedded

Full bitmap monochromatic ECO display = 1 line 1exi, 8 characters = 1 line of icons = No menu support = Multi-color backlight
None

96 channals standard, optional 1250 with Enhanced Zone Bank

54 MB

H49TGDEPWIAN  QAD0SE9

HA9TGDIPWAAN  0ADOSTD

RASTGDOPWIAN  QAQ0571

H43TGOIPWIAN  0ADDS72

L.arge PTT bution « Angled On/0ff « Volume knab = X-large emergency button = 16 position 1op mounted rotary knob =
2-posilion concentiic switch = 3-position loggle switch » 3 programmable side buttons

Yes
Multi-color

AZ489FT7036 {136-174 hHz and 764 870 IMHz)
AZ4BArT7040(380-470 hMHz and 764-870 MHz)
AZ483FT4836 {380-470 fdHz and 138-174 MHz)
AZ4BIFT?042 (450-520 hiHz and 764-870 MHz)
AZ4BIFY4893 {450-520 MHz and 136-174 MHz}
AZABIFTEO00

THKOF3E, 16KDF3E, BK10M D, BK10FE, 8K10FTW, Z0KOFIE

One rechargeable 2300 mah Fv/Rugged Li-lon Batiery Standard (MNTNBDS?), with alterate baitery options available

DIMENSIONS OF THE RADIOS WITHOUT BATTERY GPS SPECIFICATIONS

Length

Width Push-Te-Talk button
Depth Push-To-Talk button
Widih Top

Depth Top

Depth Botiom of BaRtery
Weight of the radios without battery 154 0z 4389

Inches Millimeters Channsls 12
6.94 176.3 Tracking Sensitivity —i51 dBm
2.38 60.8 Accuracy® <10 meters {95%)
1.47 372 Cold Start <60 seconds [95%)
332 841 Hot Start <10 seconds (95%)
213 54.1 Mode of Operation Autanpmous {Non-Assisted) GPS
1.64 417



APY T IB00XE SPECIFICATIONS

PORTABLE MILITARY STANDARDSB810C,D.E . F&G

MIL-STD 810C MIL-STD 810D MIL-STD 310E MIL-STD 810F MIL-STD 8106

Method Proc/Cat.  Method  Proc/Cat.  Method  Proc/Cat.  Method  Proc/Cat.  Method Proc./Cat.
Low Pressure 500.1 | 500.2 Il 500.3 It 500.4 ] 500.5 I
High Temperature 5011 L 517 /AT WAT 5013 UALmAl  sot4 U H°‘;JL’:B3”° 015 1A, /A2
Low Temperasure 502.1 | 502.2 103, 101 502.3 I3, i1 502.4 1#C3.1/C3 5075 1/G3. 0/CH
Termparature Shock 503.1 I 5032 7413 503.3 I/A1C3 503.4 I 5035 iy
Solar Radiation 505.1 I 5052 ! 505.3 [ 5054 I 505.5 1A
Rain 506.1 i 506.2 ] 506.3 1§l 506.4 I, 5065 I, I
Husmidrty 507.1 I 507.2 I 507.3 i 5074  Only1Poc 5375  li/Aggravated
Salt Fog 509.1 I 509.2 I 5093 I 5094  OnlyiProc 5085 Only 1 Proc
Blowing Dust 5104 ! 510.2 | 5103 I 5104 ! 5105 I
Blowing Sand Ondy 1 Proc ~ Only 1 Proc 510.2 Il 510.3 Il 5104 1l 5t0.5 It
Immersion {Delta-T) 5121 i 512.2 I 5123 I 5124 I 512.5 I
Vibraion S1£2  VHIF CunveW 5143 110, 1/3 5144  ViB I3 5145 1724 5146 1724
Shatk 516.2 R 516.3 R'AY 516.4 Ll 516.5 LV 516.5 AT
Shock {Drap} 516.2 I 516.2 v 516.4 v 516.5 v 516.6 v

* Applicable 0 Rugged products only

ENCRYPTION RUGGED OPTION SPECIFICATIONS

Supported Encryptien Algorithms ANP, AES, OES, DES-XL, DES-OFB, DVP-XL . . RAIL-STO-B10 CD.EFand G
Leakage [immersion) M 512X Procoduro |

Encryption Algorithm Capacity 8 sthoo! X Frocodure

Encryption Keys per Radio Madule capable of storing 1024 keys. Housing Availability Black {Standard). Public Safety Yellow

Pragrannable for 126 Comman Key Relerence and High Impact Green

{CKR} or 16 Physical Identifier (PID}

Encryption Frame Re-syne Interval P25 CAl 300 mSec R DORMERERES LR R

Encryption Keying Key Loader Operating Temperziure -30°C / +60°C
ST XL — Counter Addressing Storage Temperature -40°C / +85°C
e OFB - Qutput Feedhack Hurmidity MIL-STD 507.x PROC. I
i i IEC 801-2 KV
Vector Generatar r::t?nal Institute ode'(andards and Technology ESD
(NIST) approved random number generator Water and Dust Intrusion 1P87 and MIL-STD's noted ahove

Encryption Type Digitat Immersion (Delta-T} MIL-STD 512X
Key Storage Tamper protected volatile or non-volatile memony

5 3 + Measured in $he analog mode pe TI8 £ SbA BO3 undes nominal coaditions
Key Erasure Keyhoard command and tamper detection  When usd with ar TM approved ininsically sae radin

. FIPS 140-3 T Measured conductively in anslog mode per TIA / CIA 63 under nominzl conditions

Standarcs FIPS 137 ¢ Measured conductively in digital mode per T / LA 1S 162.CAAR undes nominal conditions

* Ageuracy spacs are for fong-term Liacking (951 percentile valiss =5 saiellites visible a1 8
romiral ~130 dBm signat sirength)

t Temperatures listed are {or radin specilicatinns. Batlery stofaoe is recommended & 75°C,
+B¢T 10 enswie best performance

Speciticarions subject 1o change without notice. All spezifications shown ale typical,
Redio meets applicable regulatary requircments.

m MOTOROLA

Motorela, Iz, 1301 E. Algonquin oad, Schaumburg, Illinois 50196 U.S.A. www.motorolasolutiens.com

RAOTCROLA, MOTOROLA SOLUTIONS, and the stylized M Lego are rademarks of regisicred trademarks of Motoiole Tademark Holfings, LLC and ase used under lizgnse
All oibar rademarks are the property of their respeciive ovmess, © Motorola Solusions, ine. 2011 TR FHTA



MOTOROLA

APX™ 7000XE
P25 Radios

| o o yis A . 2

~Designed for Extreme
Environments

- Extreme Ergonomics
- Best-in-Class Audio

- Multiband Interoperability

Experience APX 7000XE

at motorola.com/apx

Radio shown actual size.

RO-% 2547
Mol tor 7H0




